Push Notification Registration (Mobile)

* Recommended for mobile users*

i Enhanced security

Help us protect your account.

Please choose one of the following options
to register for 2-step verification. Each
time you sign in to online banking, you may
be prompted to complete this additional
authentication step

Push notification

More choices

Text message

Voice call

( Cancel

New MFA Selection Screen

On the mobile app, a selection
screen is displayed prompting
members to register for MFA.
Push is selected by default. Tap
Continue.

i Enhanced security

To register push notificatio
default authentication metho
Continue. For your security, only
can be registered for push notificati
time.

( Go back

Confirm Push Notifications for
MFA

You will be notified that you are
about to add push notifications as
your default MFA method. Tap
Continue.

? Enhanced security

Success! This device is now registered for
push notification

Confirmation Message
Tap Ok and proceed to sign in to
digital banking.

trust this device for quicker

Trusted Device

When using the mobile app, once a
device is marked as trusted, MFA
will not be required for future logins
—unless the app is reinstalled or the
device is removed from the list of
trusted devices. You're now all set
with push notifications.



Push Notification Registration (Online Banking)

Note: Push Notifications for online banking are not
available if you do not have a mobile device with the

mobile app installed.

eomonk Enhanced security

Help us protect your account.
Please choose one of the following options to register for 2-step
verification. Each time you signin o online bank Mg You may be

prompted to complete this additional authentication step.

Push notification (o]
Web authentication

(® More choices

Text message

Veice call

Cancel

New MFA Selection Screen

After you enter your credentials, a pop-up screen
will be displayed prompting you to select an
option for your preferred MFA method. Push is
selected by default. Click Continue.

e Enhanced security

To register push notification to be your default authentication method,
scan the following QR code using your primary mobile device.
For your security, only one dewice can be registered for push not fication

at a time,

If you do not wish to proceed, you will be redirected to the previous step
shartly.

QR Code Display

A QR code will be displayed to complete
the registration process for push
notifications.

Note: Scanning the QR code with your
mobile device will prompt you to open

the Crossroads Credit Union mobile app.

Sign in to digital banking

Success! This device is
now registered for push

notification.

Prompt on mobile app.
Tap Ok.



Continued...

ecomn  Enhanced security

Would you like to trust this device for quicker access next time?

No

Decline
Approve Push Notification Add a Trusted Device Prompt
You will receive a pop-up asking you to “Approve” In online banking, once the QR code is scanned and push
or “Decline” the sign in attempt. Selecting notifications are established on the mobile app, a prompt
“Approve” takes you to your digital banking will appear asking you to add a trusted device.
dashboard on the device you are attempting to If you select “Yes,” you can bypass MFA for 12 hours. If
signin on. you select “No,” the prompt will appear again in future

login sessions.



Web Authentication (Online Banking Only)

Depending on your devices, operating systems and browsers that are used (iPhone vs. Android, Windows vs. Mac, Microsoft Edge
vs. Google Chrome vs. Safari, etc.), this registration process may vary slightly depending on the combination you are using.

We've included screenshots to guide you through setting up PIN authentication on your computer.
If you need help with other web authentication methods, feel free to contact us at 1.877.535.1299.

. o
# Windows Security

eownet Enhanced security
Making sure it's you
HI}'P uz protect your account.

: | Let's save a passkey on this device to sign in to “crossroads-fte-
ne ol .:-ﬂ."gﬂll'.!l

banking.celercwpress.ca” as "T08%a9e8-fed6-4861-358f-
be2672bbfdad”

This request comes from the app “msedge.exe” by "Microsoft

Step 1 B Step 3 Corporation”.
Push notification
Select Web Enter your E PN
Authentication. Hieb authentication o computers PIN PN
CIle Continue. (=) More cholces Number. | forgot my PIN
Text message More choices

Voice call I E FIM
Cancel - Use another device

Cancel

eeesst Enhanced security

ecosnnt  Enhanced security

Step 2 To register web authentication to be your default authentication method, Step 4
. select Continue. This method uses your device's built-in security features, Your computer
Click and its availability may depend on your browser and device. . .
, will verify your
Continue. For your security, make sure you are using a trusted device.

identity.

Verifying your identity...

Use your device to verify your identity.

Go back




Text Message Registration (Mobile & Online)

11:44

€ & 977377

et Enhanced security

Push notification

A text message with the authentication code has been sent to your i';hn:'?
* &% #0509, Enter in the code you have received

Web authentication

() More choices ’

f you don't receive the code within 10 minutes, resend code
Text message O
Cancel

Voice call this code with anyone. Crossroads CU
will NEVER ask for it

ID Copy “862286"

Cancel
© &

\ & @, /’s

New MFA Selection Screen

On the mobile app, a selection You will receive a text message
. . _ *Make sure to enter the code from the
screen is displayed prompting you to from a Crossroads-designated .
. . . message itself, not the phone number the
register for MFA. number containing their One-
. . message was sent from.
Select text message and click or tap Time Code.

continue.



Continued...

i Enhanced security

Would you like to register push notification
to be your default authentication method?
For your security, only one device can be
registered at a time.

C Remind me later

*Push Notification Prompt
After completing the text
message registration, you will
be prompted to register for
push as their default MFA
method. Choosing “Register
Now” will start the setup
process for push notifications.
If you select “Remind me later,”
the prompt will appear again in
future login sessions.

Note: The mobile app must be
installed on your mobile device
to use push notifications.

Add a Trusted Device Prompt
After choosing “Remind Me
Later” or completing push
registration, you will be asked
to add a trusted device.

If you select “Yes,” you can
bypass MFA for 12 hours or
trust will not expire if you are
on a mobile device. If you
select “No,” the prompt will
appear again in future login
sessions.



Voice Call Registration (Mobile & Online)

*Qption if you do not have a cell phone.

et Enhanced security — Enhanced;ecurity

? Enhanced security

Help uf protect your account.
F ; Please select the phone number you would like to receive a voice call with

the authentication code to complete the 2-step verification process: A volce call with the authentication code has
3

been made to your phone +****++*053, Enter

e wwr 205G e in the code you have received

Push notification
Wil i Tﬁ41

Web authentication
f you need to update your contact details, please contact us at
() Maore cholces 1.877.535.1299. If you don't receive the code within 10

minutes, resend code. If you need to update
your contact details, please contact us at +1
877-535-1299.

Text message Cancel
d

Voice call o

e Step 1: OTP Pop-up
If you select Voice Call as your preferred
. MFA method, you will have the option to
New MFA Selection Screen . .
receive a phone call with an OTP code to one

On the mot?lle app. a select‘|0n of the phone numbers you have on file with
screen is displayed prompting cancel

i Crossroads Credit Union.
you to register for MFA. Select
Voice Call and click or tap
Continue.

Step 2: Receive Code via Phone Call
You will receive an automated phone
call that will read out their OTP code
and repeat it two times.

Step 3: Enter the Code



Continued

ot Enhanced i
nhanced security ecwsnnt  Enhanced security

Would you like to register push natification to be your default
authentication method? For your security, only one device can be Would you like to trust this device for quicker access next time?
registered at a time.

No

Remind me later
Push Notification Prompt Add a Trusted Device Prompt
After completing the Voice Call registration, you will be After choosing “Remind Me Later” or completing push registration,
prompted to register for push as your default MFA method. you will be asked to add a trusted device.
Choosing “Register Now" will start the setup process for push If you select “Yes,” you can bypass MFA for 12 hours or trust will not
notifications. expire if you are on a mobile device. If they select “No,” the prompt will
Note: The mobile app must be installed on your device to use appear again in future login sessions.

push notifications.



